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The author's starting point in 2026 - what I have learned after another 13 years 

When the first report was written in 2013 (swedish), it was based on more than ten years of monitoring internet-
related fraud, domain abuse, invoice fraud and organised financial crime. A further thirteen years have now 
passed. During this period, my view of the criminal landscape has both been confirmed and changed. 

Over the years I have continued to follow developments through my work at The Swedish Internet Foundation, 
through my own work with Internetsweden and Varningskollen, through my current role in the banking sector, and 
through ongoing cooperation with law enforcement and supervisory authorities. For more than 20 years I have 
cooperated with, lectured for and trained representatives of the police, the Swedish Tax Agency, the Swedish 
Economic Crime Authority, prosecutors and other actors on internet tracing, fraud modi operandi, domain and 
infrastructure abuse, company front men, money flows and organised financial crime. 

What I have learned above all is that criminal activity cannot be understood by studying individual offences, 
companies or persons in isolation. The visible offences are often only temporary expressions of more durable 
functions: people who can obtain companies, people who provide front men, people who can launder money, 
people who can arrange technical infrastructure, people who can exercise violence or threats, and people who 
can refine criminal proceeds through vehicles, real estate, companies or international arrangements. 

Since 2013, I have seen the same basic structures return in new forms. Invoice fraud, domain scams, smishing, 
vishing, investment fraud, MTIC arrangements, shelf or history companies, credit fraud and money laundering 
often have different surfaces but the same underlying logic. The crime type changes, but the need for functions 
and capabilities remains. 

This is also why this report should not be read only as a review of new fraud modi operandi. It should be read as 
an analysis of how organised financial crime in Sweden has developed from bounded schemes into more 
advanced criminal ecosystems, where several competing networks sometimes use the same enablers, the same 
financial nodes, the same technical infrastructure or the same money-laundering capacity. 

The most important lesson after another thirteen years is therefore this: it is not enough to ask who committed 
the offence. One must also ask who enabled it, who financed it, who laundered the proceeds, who provided the 
infrastructure, who replaces the person who is arrested or convicted - and which functions continue to live on 
when individual persons disappear. 

Stockholm, June 2026 

Peter Forsman 

peter@internetsweden.se 
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1. Preface and reading guidance 

The idea is that the report should provide a coherent analysis and trend development for the years 2013 to 2026. 

The original report from 2013 described internet-related fraud and adjacent organised financial crime during the 
period 2003-2013. That report largely focused on invoice fraud, domain scams, modem hijacking, company front 
men and insufficient inter-agency coordination. With more than a decade of hindsight, many of the observations 
appear surprisingly accurate. The central problems have not disappeared; they have professionalised, scaled up 
and changed form. 

This follow-up report is not a simple update of old figures. Instead, it describes the structural change that has 
taken place. The visible criminality has moved from invoices, websites and companies to more composite 
ecosystems in which the same underlying capabilities can be used for vishing, investment fraud, MTIC, money 
laundering, real-estate transactions, history companies, social manipulation and violence-related economic 
arrangements. 

An important difference from 2013 is that this report does not only ask who commits offences, but what function 
different persons, companies, accounts, properties, domains and infrastructures fulfil. That question is more 
useful when the same actors or renamed companies can appear in several different modi operandi, and when 
the same enablers can be used by seemingly competing criminal clusters. 

The text is written from an intelligence perspective. Where possible, I try to provide examples, but the report also 
describes phenomena that have not yet been fully tested in court. Concepts such as enabler, emerging actor, 
capability platform and exposure risk should therefore be used analytically and not as substitutes for legal 
judgments. 

The audiences I have primarily had in mind are law enforcement agencies and the banking and finance sector. 
But I have tried to write in a way that allows many more people to benefit from the content - the wider 
constructive forces of society. 

The report is written in June 2026. The timing is deliberate: the previous report was published in June 2013, and 
thirteen years later Sweden is in a situation that makes a new review both relevant and necessary. The fact that 
2026 is also an election year strengthens the need for responsible decision-makers, regardless of political 
position and election outcome, to read the conclusions and act on them. 

Sweden faces a serious situation. Fraud crime has grown over time, criminal proceeds continue to increase, and 
the development shows no signs of slowing on its own. 

My assessment is therefore that the next four years will require change on several levels. This concerns how 
authorities cooperate, but also - and perhaps above all - how the conditions for effective public-private 
cooperation can be strengthened. Private actors often identify warning signals long before criminality reaches the 
point where authorities can intervene or open reactive investigations. That capability must be used better than it 
is today. 

Reactive investigations do not prevent criminal proceeds from reaching criminals - real prevention does. 
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2. Executive summary 

During the period 2013-2026, the Swedish fraud and financial-crime market has changed fundamentally. Crime 
has not only become more digital; it has become more functionally organised. Where earlier reporting often 
revolved around individual companies, invoice mailings and visible principals, today's analysis increasingly 
needs to identify capabilities, service providers, financial nodes, infrastructure and recurring enablers. 

This means that traditional categories such as invoice fraud, advertising fraud, telephone fraud, investment fraud 
or VAT fraud are no longer enough to understand the whole. The same people and structures can shift between 
crime types. A company may be used one year for credit fraud, the next year as a history company in a VAT fraud 
scheme, and later appear in a money-laundering arrangement. An account can serve both as a receiving account 
for vishing and as a payment node to perpetrators of violence. 

At the same time, social manipulation has become more central. Smishing and vishing are not built only on 
technical vulnerabilities, but on stress, trust, authority and fear. When sender IDs in SMS are blocked, actors 
change form. When banks tighten controls, flows move to other financial nodes. When telephone fraud becomes 
harder, schemes can shift towards physical home visits in which fraudsters claim to be locksmiths, craftsmen, 
bank staff, police officers or other legitimate actors. 

The criminal proceeds from fraud remain very large. The Swedish National Council for Crime Prevention reported 
232,862 reported fraud offences during 2025, and the Swedish Police Authority has reported fraud proceeds at 
billion-kronor levels. According to the police, vishing proceeds have fallen sharply since 2023, but the police also 
describe fraud as one of organised crime's most important sources of income and note that actors quickly 
change modus when one method becomes more difficult. In 2024, the police estimated that the dark figure for 
criminal proceeds that are not reported may correspond to about 2 to 2.9 times the reported or estimated 
proceeds. 

This report argues that fraud prevention and enforcement must move the focus from cases to ecosystems. That 
requires long-term mapping, history, cluster understanding, technical competence and the ability to follow 
functions over time. The central question is not only who participates in an offence, but who can do what, who 
contributes what to the cluster, which functions are replaceable and which nodes are strategically critical. 

• Crime should be analysed as functions and capabilities, not only as offence codes. 
• Persons, companies, accounts, properties, vehicles, domains and IP addresses should be treated as nodes 

with different functions over time. 
• Enablers must be assessed on the basis of accumulated exposure, not single occurrences. 
• Shifts in modus need to be followed early, before new trends become statistics. 
• Intelligence work needs to precede the preliminary investigation, not be reduced to reactive case handling. 
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3. What the 2013 report already saw 

The 2013 report was written at a time when invoice fraud was still a clear and widespread phenomenon. But its 
real strength was not describing invoice fraud as an isolated crime type. The main point was that invoice fraud 
served as an entry point into broader organised financial crime. The report described how companies, accounts, 
domains, front men, mailbox addresses, auditors and other support functions recurred in different 
combinations. 

Already then there was a clear observation that the criminality was hierarchical, geographically mobile and 
competence-based. Some groups were built around origin, place of residence or social ties. Others were built 
around specialities: domains, companies, telephony, payment reception, debt collection, invoicing, collection-
like pressure and capacity for violence. In practice, this is the same analytical model that now needs to be 
developed further into capability analysis. 

The report also pointed out that crime must be detected and mapped proactively. That conclusion remains 
central. Many of the most socially harmful arrangements do not emerge by investigating each individual reported 
event separately. They appear only when the whole is mapped: shared accounts, recurring front men, the same 
mailbox address, the same domain agent, the same IP history or the same accounting consultant. 

Another accurate observation was that authority systems had difficulty understanding and coordinating serial 
financial crime. Cases fell between authorities, regions and offence classifications. The same problem remains 
in a modern form. The difference is that today's criminality moves faster, is more international and often uses 
digital infrastructure that can be moved quickly. 

What was described in 2013 as the need for a national database of invoice-fraud companies, representatives and 
accounts can today be described more broadly: there is a need for a long-term intelligence memory in which 
entities, functions, capabilities, history, relationships and sources can be collected and reused. 

2013 observation Modern interpretation 2026 
Invoice-fraud companies recur in larger spheres Criminal actors use capability platforms and service providers 
Company front men are used systematically Front-man capacity is a recurring criminal function 
Domains and web hosting are traceable components Digital infrastructure is a first-class intelligence node 
Crime is not always reported and must be proactively detected Intelligence-based mapping must precede reactive 

investigation 
The same groups shift between crime types Modus displacement is a core phenomenon in the ecosystem 
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4. The major shift: from criminal schemes to functions 

The most important analytical change from 2013 to 2026 is that crime should increasingly be understood as 
functionally organised. Individual criminal schemes are still visible, but they are not always the best object of 
analysis. Behind a fraud there are often functions that can be reused in completely different arrangements. 

A classic invoice-fraud scheme needed companies, invoice production, a receiving account, possible collection-
like pressure, telephone salespeople and some form of target list. A modern vishing scheme instead needs 
telephone numbers, SMS infrastructure, call operators, social manipulation, BankID exploitation, front-man 
accounts, distribution accounts and money laundering. The surface differences are large, but both models 
require roles that can be identified as functions. 

When functions are followed over time, the continuity of crime becomes clearer. People are replaced. 
Companies change names, domains are burned and accounts are closed. But the need for front men, financial 
nodes, technical operators and refinement of criminal proceeds remains. "The show must go on" then becomes a 
criminal market logic rather than an expression of a single project. 

This means that an arrested principal or a convicted money launderer does not automatically mean that the 
activity ends. The question becomes who takes over the function. If a person who has acted as an ML master for 
a large number of companies disappears, the analysis should immediately look for potential successors: people 
with the same contacts, the same base of front men, the same accounting environment or the same ability to 
move money through new channels. 

Functional analysis also makes it possible to identify actors who do not necessarily have the most relationships 
but are strategically important. A person with technical knowledge, control over domain registrations or access 
to foreign accounts can be more important than a visible front man with many company roles. The network's real 
vulnerabilities often lie in the functions that are difficult to replace. 

The practical consequence is that reporting, tools and intelligence work need to ask four questions in parallel: 

• Who is the person? 
• What function does the person fulfil? 
• What capability is added to the cluster? 
• How replaceable is the person if he or she disappears? 
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5. Periodisation 2013-2026 

The period 2013-2026 can be described as a gradual shift from visible mass fraud to more professionalised and 
distributed ecosystems. The periodisation is simplified, but useful for understanding how different modi operandi 
overlap and replace each other. 

Around 2013, much of the discussion was still dominated by invoice fraud, advertising fraud, domain scammers, 
false directories, SEO scams, false warning services and early forms of SMS- and mobile-related fraud. Criminal 
actors used the internet as an amplifier, but the company-and-invoice model was still clearly visible. 

During 2014-2018 several crime types became more changeable, more technical and more internationally 
oriented. A larger case, referred to as Homoki, became trend-setting in several respects. It began as pure credit 
fraud but over time expanded into additional modi operandi, including targeted phishing pages and email 
campaigns, so-called spear phishing. These in turn led to unauthorised access and manipulation of victims' 
payment instructions at small and large organisations, authorities and even parliamentary parties. Thereafter 
followed impersonations of persons and companies that further strengthened the frauds. 

Investment fraud, false trading platforms, international call centres, fraudulent websites and false financial 
brands also became more prominent during this period. At the same time, the importance of social media, 
search advertising and global payment solutions increased. 

The years 2018-2022 were characterised by a sharp professionalisation of social manipulation. BankID became a 
central tool in Swedish everyday life and therefore also a central target for fraudsters. Individuals were now being 
"hacked" socially: to a greater extent, fraudsters no longer needed to break into victims' bank accounts, but 
instead got manipulated victims to make the transfers themselves. Smishing, vishing and especially investment 
fraud developed into large-scale crime types, often with clear and direct links to organised crime and extensive 
money-laundering structures. 

The years 2022-2026 can be described as the period when the link between fraud and serious organised crime 
became more generally visible. The police have publicly described how fraud has become one of organised 
crime's most important sources of income, and how actors with technical ability, economic infrastructure and 
money-laundering capacity build large-scale activity. 

At the same time, physical components have returned. When digital barriers and bank controls make certain 
schemes more difficult, parts of the criminality move back to the door: false locksmiths, craftsmen, alleged bank 
representatives, police officers or other authorities who visit victims in their homes - so-called homeing, or 
physical vishing. This is not a step backwards, but a shift in modus where digital preparation is combined with 
physical presence. 

Period Dominant features 
2013-2015 Invoice fraud, directories, domain scammers, false warning 

services and classic company schemes 
2015-2018 Invoice factories, internationalised investment fraud, false 

trading platforms and more advanced web and advertising 
infrastructure 

2018-2022 Smishing, vishing, BankID exploitation, telephone fraud and 
increased demands on financial receiving structures. Massive 
internationalised VAT fraud. 

2022-2026 Links to serious organised crime, ML factories, neobanks, 
physical home visits, modus shifts and capability platforms 

 

Fraud reports (preliminary) versus person-based clearance rate 2013-2025. Source: Swedish National Council 
for Crime Prevention. 
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6. The new structure of crime: capabilities, nodes and platforms 

A recurring problem in traditional mapping is that all objects are treated as the same type of thing: person, 
company, account, domain, address. That is necessary but not sufficient. 

Examples: an account can be a receiving account, distribution account, laundering account or reward account. A 
property can be a residence, sham object, value carrier, mortgage-deed carrier or tool for refining criminal 
proceeds. A domain can be a marketing surface, phishing surface, infrastructure indicator, false business facade 
or part of a campaign family. 

The analysis must therefore distinguish between object and function. The object is what something is, while the 
function is what it does in a specific context. The same object may have different functions over time or in 
different clusters. 

To capture this, four node types can be used as a basic model: financial nodes, communication nodes, 
infrastructure nodes and value-carrying nodes. Organisational nodes, knowledge nodes and operational nodes 
can be added where necessary. The point is not to create academic categories, but to make mapping more 
useful. 

• Financial node: bank account, neobank account, crypto wallet, bankgiro, Swish number, payment service or 
other receiving and distribution point. 

• Communication node: telephone number, SMS gateway, email account, Signal/Telegram account or other 
communication carrier. 

• Infrastructure node: domain, IP address, hosting environment, VPS, nameserver, MX, registrar or technical 
provider. 

• Value-carrying node: real estate, vehicle, gold, jewellery, watches, goods batches, company or other asset 
that can carry or refine value. 

• Organisational node: company, association, office hotel, accounting firm, law firm, estate agency, mailbox 
provider or other structure that enables activity. 

When these node types are connected to functions and time periods, the analysis becomes three-dimensional. 
One can then see not only that an account appears in two cases, but that in one case it received money from 
vishing and in another paid compensation to perpetrators of violence. That produces a very different intelligence 
picture. 

Capability platforms are the next level. An ML factory, a front-man network, a history-company supplier or a 
technical infrastructure cluster may be used by several criminal clusters at the same time. It is then misleading 
to describe each gang or modus separately. The important issue is to understand which platform they share. 

Example of vehicles as value carriers and legitimising transaction objects: an individual without a driving licence 
or assets receives five vehicles with driving bans from another heavily criminally burdened person while the 
individual is serving a prison sentence. Shortly after release, the five vehicles are transferred to a company in 
another part of the country. The company makes a larger tax-free transaction to the individual, with the 
registration numbers specified. 
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7. Invoice fraud after 2013 

Invoice fraud did not disappear after 2013, but it gradually lost its position as the most central symbol of internet-
related serial financial crime. The method continued to occur, especially in variants linked to directories, 
telephone sales, false agreements and reminder invoices. Other crime types, however, became more profitable, 
faster and harder to investigate. 

The significance of invoice fraud is perhaps mainly that it revealed the pattern. It was based on mass processing, 
social manipulation, company front men, payment recipients, unclear contact routes, invoice claims and 
sometimes collection-like pressure. The same components are found in modern form in other frauds. 

Business owners who were previously misled into paying a false directory invoice can today be misled into buying 
worthless advertising, accepting false SEO services, paying fraudulent trademark-protection fees or entering into 
agreements with an actor that in practice only sells fear. The form changes, but the basis is the same: a falsely 
claimed legitimate business relationship is used to create willingness to pay. 

Invoice fraud was also a nursery for several enablers. Those who understood how to create companies, front 
men, bankgiro accounts, domains and call centres could use the same knowledge in other crime types. Old 
invoice-fraud spheres therefore remain highly relevant to follow even when the activities have changed form. 

This report does not treat invoice fraud as a closed chapter. It treats invoice fraud as an early form of the 
structural criminality that later became professionalised. The big question is not whether the invoices are still 
sent to the same extent, but where the knowledge, the people and the infrastructure went - and what they are 
used for today. 

Invoice fraud is now also used to a large extent to move and layer criminal proceeds, a new nuance of what can 
be described as friendly fraud, where companies knowingly pay for air - in other words, move criminal proceeds. 

• The same individuals who were central in invoice-fraud clusters around 2009 appeared centrally in the 
massive VAT frauds (MTIC) in 2020-2022. 
 

• The same individuals who were central in invoice-fraud clusters around 2011 appear centrally in investment 
fraud in 2026. 
 

• The same individuals who were central in invoice-fraud clusters around 2012 appeared centrally in vishing 
fraud in 2023. 
 

• The same individuals who were central in invoice-fraud clusters around 2012 appeared centrally in extensive 
illegal IPTV sales in 2026. 
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8. Smishing, vishing and social manipulation 

Smishing and vishing became some of the most visible forms of digitally amplified fraud in Sweden during 2018-
2026. It is important to see them as more than technical attacks. Their core is social manipulation. 

Smishing uses SMS or similar messages to create initial contact. It may concern unpaid invoices, parcel 
deliveries, BankID, loans, collection claims, authorities or trusted brands. During some periods, fraudsters have 
used sender names that give the impression that the message comes from an established actor. When such 
senders are blocked, the content instead moves into the message text. 

Vishing takes over when the victim calls or is called. Scripts, pressure, urgency, authority and trust are used. The 
person is often told that they must act quickly to protect money, stop a debt, avoid a payment default or assist in 
an alleged security check. The attacker gets the victim to perform the action that enables the crime. 

Modern vishing schemes are often divided into roles. Someone produces SMS. Someone controls telephone 
numbers. Someone runs call centres. Someone arranges accounts. Someone receives money. Someone 
launders. Someone provides technical infrastructure. It is therefore misleading to analyse the crime as an 
isolated telephone fraud, because organisationally it may involve three or four different criminal enabler clusters. 

The police have reported that proceeds from vishing fell sharply between 2023 and 2025, but have also described 
the crime type as a continuing major societal problem, with reports increasing in some periods and vishing 
sometimes followed by physical visits to victims' homes. This development shows why shifts in modus must be 
followed continuously. 

It is also important that vishing data is not collected only as cases. Telephone numbers, scripts, concepts, 
claimed senders, accounts, front men and routes for criminal proceeds need to be stored as reusable indicators. 
Then new modi operandi can be recognised even when the surface changes. The question is not whether they will 
change, but when and how. 
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9. From brand-name modus to physical home visits 

A clear example of modus displacement is what in some contexts has been described as the brand-name 
modus. The basic idea was not technically advanced: SMS messages used or alluded to known sender names 
and created the impression of debt, collection or unpaid bills. The victim was urged to call a number and then 
entered a vishing process. 

When the possibility of using certain sender names was limited, the fraudsters did not necessarily abandon the 
same logic. Instead, they could use mobile numbers as senders and state in the body text that the message 
came from a bank, collection company or other well-known brand. This shows that the perpetrator is not tied to 
the technical detail. What matters is the trust effect. 

A later shift has occurred towards physical home visits. Instead of only inducing the victim to sign with BankID or 
transfer money, fraudsters may claim to come from a locksmith, bank, police or security service and then gain 
entry to the home. Gold, jewellery, watches, cash and other value carriers can then be removed. 

This development is particularly important because statistics on criminal proceeds risk underestimating the real 
values. If only cash transfers are measured and the value of stolen jewellery, gold or other assets is not captured, 
the damage picture becomes misleading. A handful of cases involving millions in gold and stolen jewellery may 
be more socially relevant than many smaller bank transfers, even if they do not appear in the same statistics. 

The report's analysis indicates that the concept of criminal proceeds needs to be broadened. Criminal proceeds 
are not only cash. They also include goods, value carriers, loans, real estate, vehicles and other assets that are 
transferred to criminal actors through manipulation, threats, abuse of trust or physical presence. 

The most important thing is to see the change early. When the SMS sender changes, when call centres decrease 
and when physical visits increase, these are not separate phenomena. It may be the same ecosystem adapting to 
countermeasures and moving value into other value carriers. 

Examples: Vetlanda-Posten, Dagens Nyheter and Sveriges Radio have reported on the use of locksmith names, 
silent robberies and physical vishing. 
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10. Investment fraud and crypto environments 

Investment fraud has grown during the period into one of the most financially damaging fraud areas. It combines 
false credibility, digital marketing, alleged trading platforms, social manipulation and international payment 
flows. 

The Swedish Financial Supervisory Authority and the police' criminal-proceeds analysis have reported that 
Swedish consumers were deceived out of up to SEK 1.6 billion in investment fraud during 2025. There are also 
indications that only about 20 percent of the actual events come to the attention of authorities, so it is 
reasonable to suspect that the proceeds from investment fraud are much larger than the estimated figure. FI also 
describes how schemes often begin through telephone contact or social media and how crypto assets or 
promises of quick returns are used as bait. 

The particular strength of investment fraud lies in slow trust-building. Unlike a fast card fraud, the relationship 
between fraudster and victim can last for weeks or months, similar to romance fraud. The victim is gradually led 
into larger deposits, sometimes through alleged gains, false dashboards and manipulated withdrawal attempts. 

There is also a clear functional link to other crime areas. The same technical infrastructure used for phishing can 
be used for false trading platforms. The same payment front men who receive vishing funds can be used for 
investment fraud. The same social-manipulation capability can recur in romance fraud, loan fraud and false 
authority contacts. 

Crypto environments have both simplified and complicated analysis. On the one hand, blockchain traces can be 
analysed. On the other hand, exchanges, mixer-like services, foreign accounts, platform transfers and social 
manipulation are used in ways that make traditional bank analysis insufficient. In practice, combined analysis of 
communication, domains, bank flows, crypto addresses and personal relationships is required. This report treats 
investment fraud as an area where financial crime, cyber-related infrastructure and organised crime merge. 
These are not only consumer frauds. They are funding and placement sources for the criminal economy. 

Note: the original report includes a chart of reported investment frauds in 2015-2025. 

Example from June 2026: in a current analysis in June 2026, I can say with confidence that more than 4,600 
registered domains belong to the same suspected criminal cluster. They use a pool of eight registrant records 
that are randomly assigned as domain holders. All domains use twelve nameserver pairs on the same IP 
addresses. All domains use one of six A-host IP addresses. The 4,600+ domains randomly use one of seven 
website templates. They are all active suspected investment frauds. Authorities in Sweden, Spain, France, Italy, 
Canada, Australia, New Zealand and Belgium have issued 127 warnings during the past year for fragments of the 
cluster. 

By examining the format of the domain names and/or the top-level domain, the target orientation becomes 
visible: Italy about 787, France 570, Spain 430, Germany 361, Austria 241, Portugal 155, Romania 125, 
Switzerland 119, United Kingdom 101, Netherlands 94, Norway 77, Finland 59, Sweden 55, Hungary 50, Canada 
32, Japan 31, South Africa 27, Mexico 26, Philippines 25, Turkey 17, Malaysia 17, India 14, Belgium 10, Argentina 
9, Poland 8, Brazil 7, UAE 6, Denmark 5, Qatar 4 and Czechia 3. 
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11. MTIC and VAT fraud 

MTIC fraud, missing trader intra-community fraud, represents another level of organised financial crime. Unlike 
many consumer-focused frauds, it is based on knowledge of VAT rules, company chains, invoicing, international 
trade and authorities' control systems. In practice, the victim is the Swedish treasury. 

During 2019-2023, MTIC and related VAT fraud showed how financial crime can be conducted on an industrial 
scale - estimated at SEK 10-12 billion in criminal proceeds during only the first two years, 2019-2020. Companies 
can function as apparent trading links, importers, distributors, missing traders or buffer companies. Some 
companies are used briefly and left with large tax debts, while others act as more long-lived enablers. 

A central lesson is that MTIC should not be analysed only through company chains. The truly interesting 
questions are who supplies the companies, who provides the front men, who handles invoicing and accounting, 
who controls domains and web facades, and how the criminal proceeds are refined. 

MTIC clusters can also share resources with other crime types. Persons who appear in VAT fraud can later be 
found in investment fraud, history-company schemes, credit fraud or money-laundering structures, including 
through real estate. This indicates that MTIC is often part of a broader criminal ecosystem rather than an isolated 
tax offence. 

Domain and infrastructure traces can be particularly important. If several Swedish companies linked to MTIC use 
similar domain names, the same hosting, the same IP address, the same web developer or the same nameserver 
environment, strong cluster indicators arise. This type of technical evidence and intelligence can be difficult for 
traditional financial investigations to capture without specialist competence. 

Future analysis should therefore combine tax data, company data, domain history, web archives, IP history, 
email infrastructure, personal relationships and payment flows. It is only when these layers are combined that 
MTIC structures become clear. 

Source noted in the original report: page 72 of the Swedish government inquiry "Measures against VAT fraud, SOU 
2024:32". 
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12. History companies, straightrolling and credit fraud 

History companies are one of the clearest crime amplifiers in modern financial crime. A company that has had 
legitimate activity, turnover, creditworthiness and banking relationships can after transfer change name, board, 
address and business direction. The previous history becomes an alibi for new credit and business relationships. 

The phenomenon is particularly serious because the original owners often believe the company will be wound up 
or liquidated. They are attracted by cheap unserious actors who claim to take care of the closure, but the 
company is instead transferred to persons or networks that use it as a criminal tool. 

Straightrolling means that companies buy on credit without intending to pay. Goods, services, machinery, fuel, 
electronics or other items are obtained and resold, while the debts are left in the company or with the individual. 
When the company can no longer be used, it is dumped on a front man, placed in bankruptcy or left to die. 

Analytically, this is important because the company registration number remains while the company's function 
changes. The legal object is the same, but social and economic control has shifted. A company card should 
therefore show not only current representatives but also life-cycle events: legitimate years, transfer point, name 
change, board change, industry change, debt increase, bankruptcy and possible relationships to history-
company actors. 

Indicators may include rapid name changes, total board changes, address moves to office hotels or mailboxes, 
new industry, new auditor or removed auditor, increased credit, new domains, new bank accounts and rapidly 
growing debts. One indicator alone may be innocent. Several indicators in close sequence should raise the risk 
level. 

History companies also connect financial crime with the enabling industry. Actors who sell wind-up services, 
company services, accounting, address solutions or liquidation may in many cases be fully legitimate. When the 
same actors recur in several obviously abused companies, a different question arises: is it bad luck, weak 
controls or participation? 

For persons used in straightrolling schemes, the picture is varied. In some cases they may have been exploited, 
manipulated or pressured into participation. In other cases the role appears more conscious, for example when 
the person faces a decisive life situation such as deregistration from Sweden, longer stays abroad, social 
exclusion or another situation where future ability to pay and accessibility to authorities are already assessed as 
limited. 

The original report lists examples from Swedish courts, media and police reporting on company intermediaries 
and large prevented credit frauds. 
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13. Front men, identities and corporate shells 

Front men have been a recurring feature of financial crime long before 2013, but the function has become more 
structured. A company front man can be a conscious participant, a vulnerable person who is exploited, an 
indebted person who is paid, a person whose identity has been hijacked, or a person who ends up on boards 
through threats and dependency. 

It is important to distinguish between the front man as a person and the front-man function. The person may 
disappear, die, be convicted, become ill or lose usefulness. The function still needs to be filled if the company 
structure is to live on. The analysis should therefore ask who takes over the corporate shell when a heavily used 
front man disappears. 

A deceased front man should not merely be registered as deceased. It is a change event. Which companies are 
affected? Which accounts? Which debts? Which person replaces the front man? Did transfers occur before or 
after the death? Was there a threat, economic motive or conflict? All these questions may be relevant in 
intelligence analysis. 

Personal identity numbers are a central identity key. Names can be changed, aliases used and people may 
deliberately try to become hard to follow. Personal identity numbers, coordination numbers and other identifiers 
carry the history. Platforms and reports therefore need to distinguish between name as label and identity as 
durable key. 

The same principle applies to companies. The registration number carries the history even when the company 
changes name, board, address and function. A historical system must therefore make it possible to see all the 
company's names and functions over time, not only its current registered information. 

Front-man analysis should also be linked to capability. Some front men are simple end-point front men. Others 
are recurring operational front men with the ability to open accounts, handle bank contacts, sign documents, 
receive mail, participate in credit applications or create legitimacy. That distinction is analytically important. 
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14. Money laundering as a capability and ML factories 

Money laundering should in modern analysis be treated as a capability, not only as a subsequent offence. Some 
actors provide structures in which criminal proceeds can be received, split, moved, invested, mixed with legal 
flows and refined into assets. This can take place through companies, invoices, loans, vehicles, properties, 
accounts, crypto assets or international companies. 

ML factories, in the meaning used in this report, do not refer only to individual persons who launder money. They 
are production environments for money laundering: companies, front men, accounts, agreements, invoices, 
certificates, vehicles and other value carriers that together create a capacity that can be used by several clusters. 

This is an important difference from simple crime-as-a-service. In some cases the structure seems more like a 
shared capability platform than a standalone service. Several competing or parallel criminal networks may use 
the same laundering structure. The question of who controls the structure then becomes central. 

When an ML master is convicted or detained, this does not necessarily create a vacuum that ends the activity. 
Rather, a functional vacuum arises. Who has enough knowledge to take over? Who has access to the front men? 
Who controls the companies? Who has contact with accounting consultants, real-estate actors or foreign 
companies? 

The analysis therefore needs to follow succession. A person may be strategically important not because he 
appears in the most transactions, but because he connects several functions: front men, companies, accounts 
and customers. If the person disappears, the system may change, but the need for the function remains. 

For intelligence work, this means that money laundering should not be placed at the end of the analysis. It should 
be central. By understanding laundering capacity, it is sometimes possible to understand the relationship 
between otherwise competing clusters. 

ML factories = money-laundering factories. ML master = a leading position over the money-laundering structure. 
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15. Neobanks and financial distribution nodes 

Neobanks and international payment services have given legitimate users faster, simpler and more flexible 
payments. The same properties are attractive to criminals. Accounts can be used as receiving nodes, transit 
accounts, distribution accounts, reward accounts or bridges between different crime types. 

A single account can receive money from vishing, move funds on to front men, pay compensation to perpetrators 
of violence or serve as an intermediary in extortion against companies. That makes the account more than a 
transaction point. It is a financial node with a function in the ecosystem. 

Traditional analysis often begins with the account holder. That is necessary, but not sufficient. If the account is 
used by several actors or is under the factual control of someone other than the registered holder, analysis must 
focus on behaviour, transaction patterns, counterparties and relationship to clusters. 

Financial nodes should therefore be analysed by incoming and outgoing flows, time patterns, cluster links, 
transaction purposes, recipient types and connections to other criminal proceeds. An account that both receives 
funds from victims and pays out to gang-linked perpetrators is a particularly important bridge. 

This type of node analysis makes it possible to discover links between fraud and violent crime. It is also one of the 
areas where banks, police, FIUs, intelligence analysts and private fraud specialists most need a common 
conceptual language. 

This report does not view neobanks as the problem in themselves. The problem is criminal exploitation of fast, 
cross-border and hard-to-interpret payment routes. The same issue can arise through ordinary transactions in 
large banks, for example share purchases in dubious foreign companies. The result is the same: movement of 
suspected criminal proceeds. 

FIU = Financial Intelligence Unit. In Sweden, Finanspolisen is the national financial intelligence unit. 
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16. Real estate, vehicles and value-carrying nodes 

Real estate and vehicles need to be treated as entities in their own right, not merely as attributes of persons. They 
can function as value-carrying nodes, reward objects, loan bases, laundering objects, logistics resources or 
apparent alibis for payments. 

A property can be used as a residence, meeting place, storage site, value store, mortgage-deed carrier or 
transaction alibi. In some arrangements the object cannot be understood as the deal itself, but as the story that 
makes the payment possible. Purchase price, loans, mortgage deeds, renovation invoices and ownership 
changes can together create a legitimate surface for value transfer. 

Vehicles can function in similar ways. They may be transport, refinement of criminal proceeds, rewards for 
perpetrators, tools for black compensation or objects in chains of sham sales. A vehicle used by several 
individuals and clusters over time can reveal relationships not visible in person or company registers. 

It is also important to distinguish between ordinary cars and luxury cars, because they often have different 
functions in event chains. 

Horizontal timelines are particularly useful here. A vehicle's life line can show owners, users, seizures, sales, 
insurance events, payments and links to clusters. A property's life line can show owners, purchase price, 
borrowing, mortgage deeds, renovations, company links and people registered there. 

Value-carrying nodes should also be linked to the concept of criminal proceeds. If a victim is forced to take out 
loans and the money is moved to criminal actors, the loan is a route for criminal proceeds. If an elderly person is 
tricked into handing over gold and jewellery, the value is criminal proceeds even if it never passes through a bank 
account. 

A vehicle may be registered to an individual or entity without ability to pay, the purchase price may have been 
paid by a completely different party than the registered holder, and the vehicle may also be used by additional 
individuals or entities with or without false lease agreements. 

The report's conclusion is therefore that modern fraud and financial-crime analysis needs to include asset 
analysis. Money is only one form of value. Criminal ecosystems move just as easily through real estate, vehicles, 
gold, crypto, companies, goods batches or indebtedness, among much else. 
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17. Domains, IP, DNS and infrastructure history 

Domains and technical infrastructure were central already in the 2013 report. Their importance has not 
decreased. On the contrary, it has increased because almost every modern form of fraud has some digital 
component: websites, email, SMS links, landing pages, trading platforms, remote-control tools or 
communication accounts. 

The important thing is not to look only at current infrastructure. History is often decisive. A domain may have 
moved between IP addresses, an IP address may have carried an entire cluster of domains for a short period, and 
a nameserver may recur in several campaigns. When perpetrators change visible domains, they may still reuse 
technical habits. 

Infrastructure therefore functions roughly like identity keys. For persons, the personal identity number is more 
stable than the name. For companies, the registration number is more stable than the company name. For digital 
arrangements, IP history, NS, MX, registrar, certificates, hosting environment and domain patterns can be more 
revealing than the individual domain. 

Domain families are a particularly important phenomenon. Fraudulent domains and websites can share themes, 
wording, brand references and structure. Words such as agreement, update, security, verification, account, 
collection or claim can be used in combination with hijacked brands. When the same language patterns or 
unique wording recur together with similar technical infrastructure, a strong modus indicator arises. 

Infrastructure should also be linked to campaign analysis. A smishing cluster, phishing arrangement or 
investment fraud can have a campaign family with several domains, IP addresses and time phases. Following 
how domains move from one IP address to another can reveal the operator's next environment. 

This is one of the points where many traditional investigations miss the whole. They may see the domain in the 
current case, but not recognise the tiger's stripes: the same patterns and details, the same technical suppliers 
and the same operational signature over time. 
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18. Documents, certificates and loan fraud 

False documents and certificates have become an important capability in several criminal schemes. They can 
include false employer certificates, salary statements, lease agreements, employment proofs, board 
documents, loan documents or identity documents. The documents are often not the goal in themselves, but 
enablers for loans, leasing, housing, vehicles, account opening or another value transfer. 

This makes document forgery a capability. Who can create credible certificates? Who has access to companies 
that can act as employers? Who can arrange lease contracts? Who knows how bank controls work? Such an 
actor can become important in several different clusters. 

Loan fraud is particularly interesting because it can lie in the grey zone between fraud, extortion and coercion. A 
person may be induced to take out loans through manipulation, threats or dependency, after which the funds are 
passed on to principals. In statistics it may appear as a private loan or a bank loss, but in practice it can be a 
route for criminal proceeds. 

When violence capital is combined with financial manipulation, the analysis becomes more complex. There may 
be victims who formally carried out the transaction themselves but in reality were exposed to threats, pressure or 
exploitation. Depending on the source material, this should be described as fraud with extortion-like elements or 
value transfer under influence. 

In the model used in this report, documents and certificates must be linkable to person, company, lender, 
account, cluster and modus. A false employment certificate is not just a file. It is a link between the document 
forger, the corporate shell, the borrower, the lender and the recipient of the funds. 

A modern analysis should therefore not be satisfied with establishing that a certificate is false. It should ask who 
produced it, which other documents have the same signature, which companies were used as employers and 
which clusters benefited from the capability. 
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19. Enablers and exposure risk 

The concept of enabler requires caution. An accounting consultant, lawyer, real-estate broker, liquidator, 
company-service actor, bank officer, office hotel or mailbox provider is not suspected of crime simply because a 
customer later turns out to be criminal. A single exposure can be bad luck. 

But patterns change the assessment. If the same name recurs in several independent clusters, in several 
company chains or in repeated history-company schemes, the exposure risk should be raised. This is not about 
asserting guilt, but about creating a durable intelligence assessment based on repetition. 

A useful model is to distinguish between bad luck, weak judgment, risk actor, recurring enabler and confirmed 
accomplice. The boundaries should not be automatic. The number of clusters, seriousness of clusters, 
closeness of role, time period, financial compensation, obvious warning signs and continued relationships after 
previous exposure should be weighed. 

This is particularly important for professional actors. An accounting consultant who happens to get a bad 
customer is one thing. An accounting consultant who recurs in four MTIC-like schemes, three history-company 
chains and several companies with front-man boards is something else. Then it is no longer only a matter of 
chance. 

The exposure profile should be time-bound. One actor may have high exposure during a period and then 
disappear. Another may continue appearing over many years. The latter is far more interesting for intelligence 
analysis. 

Enabler analysis is also a way to separate wheat from chaff. It helps avoid overreacting to single links while 
making it possible to see actors who repeatedly facilitate the functions of criminality. 
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20. Criminal networks, clusters and capability markets 

In recent years, names such as Foxtrot, Rumba, Dalen, Bandidos, Hells Angels and other networks have become 
recurring in public discussion of organised crime. For fraud and financial-crime analysis, however, it is not 
enough to see these as separate gang labels. Depending on function, they may be operational clusters, customer 
groups, suppliers, competitors or partners. 

One network may have strong violence capacity but weak economic infrastructure. Another may have knowledge 
of companies, front men and international contacts but lack its own capacity for violence. A market then arises in 
which different capabilities are combined. Anyone who wants to understand criminality must see both the 
cluster and the capability layer. 

This becomes particularly clear when several seemingly competing groups use the same money-laundering 
structure or the same ML factory. It is then no longer meaningful to ask which gang owns the entire arrangement 
without also asking which capability they buy or share. 

A capability market may include money laundering, front men, history companies, false documents, domain 
registrations, call centres, foreign companies, real-estate arrangements or neobank accounts. It can function 
like a criminal supply chain. 

This is where an amoeba metaphor becomes useful. Crime can change shape depending on pressure from 
authorities, conflicts, arrests or market opportunities. When one cluster is pressured, another can gain market 
share. When a method becomes more difficult, the capability can move to another method. 

The analysis must therefore be able to show the same ecosystem from several perspectives: gang perspective, 
functional perspective, geographic perspective, capability perspective and economic perspective. The amoeba 
looks different depending on where it is viewed from. 
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21. Succession, resilience and market displacement 

A common problem in traditional law enforcement is that the case is perceived as closed when a person is 
convicted, arrested or disappears. In a criminal ecosystem this is rarely the end. It is a change event. 

If a key person is convicted, questions of succession arise. Who takes over the function? Is there a natural 
successor? Are there several candidates? Does the modus change when the successor has another speciality? 
Does capacity move from companies to real estate, from Swedish accounts to neobanks or from credit fraud to 
investment fraud? 

Resilience concerns how well a cluster tolerates losses. Some clusters are hierarchical but redundant. If one 
person drops out, another can step up. Other clusters depend on a technical operator, a money launderer or a 
contact with an enabler. These functions are strategically more important than many visible perpetrators. 

Market displacement is the next dimension. When authorities apply pressure to a certain cluster, the activity may 
slow. But demand for criminal services does not automatically disappear. Other clusters may take market share. 
New actors can fill the vacuum. The same criminality can continue under another flag. 

This means intelligence analysis needs to follow the life line of the capability, not only the persons. If vishing 
capacity decreases in one cluster but increases in another, it should be analysed as possible market 
displacement. If an ML factory begins to be used by new customers, it should be seen as expansion. 

In practice this requires timelines for functions: who filled the function, when, in which cluster, with which 
capability and what happened when the function changed? 
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22. Judgments, preliminary investigation files and source extraction 

Judgments and preliminary investigation files should be treated as fact mines in internal investigations. They may 
reveal which companies, clusters and groups appeared in the same case, who called for whom or chatted with 
whom, which addresses, companies, telephone numbers, seizures, vehicles, accounts or relationships were 
mentioned and which events were time-stamped. But above all, judgments and investigation files should be 
analysed for method and modus. 

If several cases describe the same type of SMS, the same call-centre method, the same physical home visit, the 
same loan arrangement or the same way of using false certificates, this should be raised as a modus relationship 
between clusters. 

Source extraction should therefore extract working method: how was the crime carried out, which roles existed, 
which steps were included and which indicators can be used for future recognition? 

This makes judgments and investigation files building blocks in a long-term intelligence memory. 

Note: in the context of this report, individual persons or so-called perpetrators should not be seen as the primary 
target. They may be important for understanding relationships and roles, but they are often replaceable parts of a 
larger arrangement. The focus should therefore lie on underlying structures, enablers, principals and recurring 
methods. 
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23. Intelligence analysis versus traditional criminal investigation 

Traditional criminal investigation often works backwards from a concrete event: what happened, who did it and is 
the evidence sufficient for prosecution? That is necessary for the legal process, but insufficient for understanding 
adaptive criminal ecosystems. 

Intelligence analysis also works forwards and sideways. What does the event mean? Which function does it 
show? Which other clusters can use the same function? If this person disappears, who takes over? If this domain 
family is shut down, where does the infrastructure move? If this method becomes harder, which modus replaces 
it? 

The 2013 report emphasised the need for detection and mapping. That conclusion has become even more 
important. Today's criminality moves faster than a single case. It can change company, account, domain, 
telephone number and country before a traditional investigation reaches prosecution. 

This does not mean that investigation is unimportant. On the contrary. But investigation needs to be fed by living 
mapping. Whoever sees only cases risks missing the ecosystem. Whoever maps the functions can often 
understand why a new case arises and which actors are likely behind it even before all evidence is secured. 

Another difference concerns competence. Long experience of domains, companies, fraud scripts, front-man 
patterns, money laundering and infrastructure cannot be replaced by a generic investigation template. Someone 
who knows where to look can perform a check quickly. Someone who does not understand what is visible under 
the hood may miss decisive clues even when they are openly available. 

Modern fraud enforcement and prevention therefore need to combine legal investigative ability with technical 
OSINT, financial analysis, cluster understanding, behavioural analysis and historical memory. 
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24. The need for long-term mapping and structured analysis 

Developments show that it is not enough to investigate individual criminal events one by one. Crime is mobile, 
function-driven and reuses persons, companies, accounts, addresses, domains, technical infrastructure and 
enablers over time. 

To understand developments, long-term mapping is required in which observations can be related to previously 
known structures. This is not about collecting information for its own sake, but about seeing recurring functions, 
identifying shifts in modus and understanding which actors recur in several independent contexts. 

Such analysis must be able to distinguish between single exposure, repeated exposure and systematic 
participation. An accounting consultant, real-estate broker, liquidator, lawyer or mailbox provider may appear in 
a single case without that alone meaning anything improper. But when the same actor recurs in several clusters, 
over time and close to criminal proceeds, front men or company structures, the analytical assessment changes. 

The central task is to follow functions over time: who provides companies, who provides accounts, who arranges 
technical infrastructure, who launders money, who recruits front men, who enables real-estate transactions and 
who replaces a key actor when that person disappears? 

This requires a way of working where individual pieces of information are always linked to source, time, context 
and assessed reliability. Without such structure, authorities, banks and other actors risk meeting the same 
criminality again and again as if it were new. 
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25. Outlook 2026-2030 

The coming years will likely be characterised by further automation, internationalisation and professionalisation. 
Artificial intelligence can be used for better language, more credible scams, automated social manipulation, 
faster web production, deepfake-like elements and more convincing documents. 

At the same time, countermeasures from banks, operators and authorities will force some modi operandi to 
change. When a channel is closed, crime moves. When sender names are blocked, the SMS text changes. When 
vishing becomes less profitable, physical home visits may increase. When Swedish accounts become more 
difficult, neobanks, crypto assets or foreign companies may become more important. 

It is therefore risky to follow only the crime type that is currently largest. Future problems often appear as small 
deviations in old clusters: a new domain family, a new account network, a new type of certificate, a new mailbox 
provider or a new person around a known enabler may be the beginning of the next wave. 

Real estate and other value-carrying objects should receive more attention. When cash transfers become harder 
to execute or are detected faster, criminal proceeds can be refined through assets, borrowing, sham 
transactions and control over legal objects. 

Serious organised crime will probably continue to benefit from fraud. Fraud has high returns, low physical risk 
and the possibility of rapid scaling. It can finance violence, drugs, extortion, real-estate purchases and other 
criminality. 

The most important future capability will therefore be understanding change - not merely collecting data. Who 
takes over? Which modus replaces the old one? Which capability is shared by several clusters? Which nodes are 
strategically critical? 
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26. Recommended measures 

The first recommendation is to re-establish detection and mapping as a core area in its own right. Reports are 
necessary but insufficient. The most harmful organised financial crime is often visible first through patterns, not 
through a single case. 

The second recommendation is to create long-term knowledge environments where data does not disappear 
between projects. Time-limited initiatives can produce results, but when the project ends, the activity often 
returns in a new form. Historical memory is decisive. 

The third recommendation is to build a common conceptual language around functions, capabilities and 
enablers. Authorities, banks, private actors and intelligence analysts need to be able to talk about the same thing 
when they see financial nodes, communication nodes, infrastructures and value-carrying objects. 

The fourth recommendation is to broaden criminal-proceeds analysis. Cash and bank transfers are only part of 
the damage picture. Loans, gold, jewellery, vehicles, real estate, goods batches and apparent business 
transactions must be capable of being included. 

The fifth recommendation is to strengthen technical and financial competence in law enforcement. Domains, 
DNS, IP history, certificates, hosting, payment flows, company history, neobanks and digital identities require 
specialist knowledge. That knowledge cannot be built only through short courses. 

The sixth recommendation is to prioritise analysis of enablers. Single exposure should be handled carefully, but 
recurring exposure in several clusters must be detectable, documented and assessed. 

The seventh recommendation is to follow succession. When a key person is convicted, disappears or dies, 
authorities and analysts should immediately ask who takes over the function and how the modus may change. 
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27. Final reflection 

The red thread from 2013 to 2026 is not that a certain crime type has grown or decreased. The red thread is that 
criminality has become more adaptive. It changes form, channel, company, account, country and facade. But 
the need for functions remains. 

This means that future fraud and financial-crime enforcement cannot be satisfied with understanding the latest 
trend. It must understand the underlying market. Who can do what? Who contributes what? Which functions are 
critical? Which nodes are shared between clusters? Which enablers recur? 

The 2013 report pointed to the need for detection and mapping. That conclusion stands. But in 2026 mapping 
needs to be even broader. It must cover not only persons and companies, but also capabilities, functions, 
infrastructures, properties, financial nodes, modus and change over time. 

Crime is like an amoeba. It changes shape and moves towards new opportunities. When one part is pressured by 
authorities, another part can expand. When one method becomes harder, a new one arises. When one person 
disappears, another steps forward. 

That is why the most important question is not always what happened. The most important question is often: 
what will happen next? 

Personally, I believe we will see two clear trends: more selective and physically oriented crimes, such as 
extortion and kidnappings or threats of violence against individuals in key positions, intended to force those 
people to execute transactions, take loans, transfer value-carrying property or otherwise enable unauthorised 
influence; and a sharply increased wave of international internet-related mass fraud as more parts of the world 
become more internet mature. Sweden, like the rest of the Western world, will be affected by these crimes, 
though not necessarily as the primary target group. 
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28. The concept of criminal proceeds and the dark figure 

A recurring problem in fraud and financial-crime analysis is that the concept of criminal proceeds is often too 
narrow. When proceeds are reported as bank transfers or cash withdrawals, other values risk falling outside the 
picture. This is particularly true when criminality shifts from pure account transactions to physical value carriers, 
loans, vehicles, real estate, goods batches or apparent business transactions. 

In many modern schemes, the money itself is not the final criminal proceeds, but rather the value displacement 
that the crime enables. A vulnerable person may be induced to take out a loan, buy a vehicle, hand over gold, sell 
an asset, pledge a property or sign documents that create economic damage only later. If the statistics capture 
only the direct transfer, parts of the damage picture are missed. 

The dark figure therefore consists not only of unreported crimes. It also consists of misclassified values. Theft of 
jewellery after a fraudulent home visit may in one system be counted as a theft offence, while from an 
intelligence perspective it is a continuation of the vishing or smishing chain. A loan that the victim formally took 
out may appear in statistics as civil-law indebtedness, even though in practice it functioned as criminal proceeds 
for an extortion-like structure. 

Criminal-proceeds analysis should therefore be divided into several categories: cash, bank transfers, credits and 
loans, valuables, vehicles, real estate, inventories, company values, crypto assets and claims. Each category 
requires its own control points and sources. 

It is also important to distinguish between gross flows and net profits. A criminal network may handle very large 
sums but retain only part of them after paying perpetrators, front men, account holders, technical operators, call 
centres and money launderers. Gross flow shows the scope of the system; net proceeds show the incentive for 
the principals. 

Future reporting should try to present both levels in each major case: what flowed through the system and how 
the value was distributed onward. That makes it possible to identify which nodes actually control the money and 
which merely pass it on. 
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29. Warning lists, private initiatives and societal memory 

A recurring theme since the 2000s is that private and semi-private initiatives have often detected fraud patterns 
earlier than authorities. The 2013 report highlighted examples such as Svensk Handel's warning list, Förenade 
Bolag, Knyt.se, Varningskollen and mapping by individual specialists. Such initiatives have during several periods 
functioned as practical societal memory. 

The problem with private initiatives is not that they lack value. On the contrary. The problem is that society has 
often relied on them without simultaneously building its own durable cross-agency capability. When a warning is 
published, it can protect businesses and consumers, but it does not solve the questions of long-term mapping, 
evidential value, coordination and operational follow-up. 

Warning lists also have limitations. They often warn about a company, implicitly related board members or other 
connected individuals, or an account. The criminal structure can then change name, company, representative or 
account. For the warning to become strong from an intelligence perspective, it needs to be linked to 
relationships: which persons, addresses, telephone numbers, domains, accounts and enablers recur? 

This is where societal memory becomes crucial. If a warned actor changes company but keeps the same web 
template, mailbox, telephone salesperson or payment structure, the system should be able to recognise the 
pattern. Otherwise society starts from zero each time the surface is replaced. 

The report therefore argues that warning work and intelligence work must be connected. A warning is preventive. 
Mapping builds intelligence. Both are needed, but they fulfil different functions. 

A modern warning system should also be able to handle degrees of risk. Not all objects are confirmed criminal. 
Some are emerging actors. Some are exposed. Some are low-confidence enablers. Some are true positives. Such 
a system must be nuanced, source-driven and legally sound. 
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30. Foreign offices, call centres and cross-border activity 

Swedish fraud actors have long used foreign environments as bases for activity aimed at Swedish victims. 
Previously this could involve sales offices in Thailand, Malta, Cyprus, Spain or the United Kingdom. In modern 
form it often involves call centres, chat operators, technical operators, false trading platforms and international 
payment chains. 

The foreign dimension creates several advantages for perpetrators. It complicates raids, jurisdiction, evidence 
collection and rapid operational follow-up. It also makes it possible to use staff, companies, bank accounts and 
technical providers in several countries at once. 

Call centres should not be analysed only as physical places. They are operational capabilities. They may be in 
Sweden, Germany, Spain, Turkey or other countries, but they may work against the same Swedish target group. 
Operators may be Swedish-speaking, scripts may be produced centrally and technical infrastructure may be in 
yet another country. Conversely, they may sit in a Swedish city, speak English and call from foreign numbers via 
VoIP, Skype or equivalent services. 

This means that a fraud case may have Swedish social manipulation, a foreign physical operational base, 
international hosting, neobank accounts, crypto flows and Swedish front men. A national investigation logic is 
then not enough. 

Cross-border activity should therefore be broken down into functions: where is the call centre, where is the 
technology, where is the money, where are the decision-makers, where are the front men and where are the 
victims? That breakdown makes it easier to see which part of the chain is most vulnerable. 

The foreign dimension is also important for shifts in modus. When pressure increases in Sweden, parts of the 
activity can move abroad. When one country becomes harder to use, another can take over. Geographic analysis 
therefore needs to be combined with functional analysis. 
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31. Analysis of true positives and emerging actors 

A central intelligence concept is the distinction between true positives and emerging actors. True positives are 
actors, nodes or relationships that through strong sources can be connected to actual criminality or confirmed 
criminal structures. Emerging actors are actors not yet confirmed as criminally active but whose relationships to 
true positives give them elevated risk. 

This is a more realistic way of working than binary labels. A person may first appear as a contact to a front man, 
then as someone sharing an address with a risk company, and later as a recipient in a money flow. At the 
beginning the person is not confirmed. But the pattern may make the person worth monitoring. 

Emerging-actor status should always be source- and time-bound. It must be possible to see why the status 
arose, which relationships lay behind it and whether later information strengthened or weakened the 
assessment. Otherwise analytical markings risk becoming unsound or outdated. 

Emerging actors are particularly important during rapid shifts in modus. New actors may first appear in the 
periphery: as account holders, telephone subscribers, domain registrants, mailbox customers or vehicle users. If 
they connect to several true positives, they may be early indicators of new capacity. 

The model should also distinguish between direct and indirect exposure. A direct relationship to a confirmed 
principal is stronger than a shared office-hotel address. But several weak relationships can together become a 
strong signal. 

The report recommends using the emerging-actor model as a way of working proactively without confusing level 
of suspicion with evidence. It is an intelligence tool, not a legal conclusion. 
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32. Capability profile: who can do what? 

One of the most important questions in modern cluster analysis is not who knows whom, but who can do what. 
Persons and companies are only visible carriers of capabilities. A network needs technology, finance, violence, 
recruitment, front men, documents, companies, real estate, communication and international contacts. 

The capability profile tries to describe what an actor contributes. One person may have violence capacity but 
lack financial competence. Another may understand companies, accounting and bank controls. A third may 
handle domains, hosting and phishing environments. A fourth may arrange vehicles, properties or international 
companies. 

When these capabilities are combined, a functioning criminal system arises. It is often the combination that is 
dangerous, not each individual person. A front man is replaceable. A technical operator with unique 
infrastructure and international contacts may be much harder to replace. 

Capability analysis makes it possible to assess centrality better than by counting relationships. The actor with the 
most relationships is not necessarily the most important. The actor who fulfils a unique function may be decisive 
even with few visible links. 

Questions that should be asked are: what function does the actor fulfil, which resources does the actor control, 
which clusters use the actor, how difficult is the actor to replace and what happens if the actor disappears? 

This can also be used to understand successors. If a known money launderer disappears, possible successors 
should be sought among persons with similar capabilities: company control, front-man base, bank contacts, 
invoice flows or real-estate knowledge. 

  



From Invoice Fraud to Criminal Ecosystems 

Peter Forsman | internetsweden.se | varningskollen.se 

33. Exposure profiles for professional actors 

Professional actors play a special role in financial crime. Accounting consultants, auditors, liquidators, real-
estate brokers, lawyers, company-service firms, office hotels and mailbox providers can all be legitimate and 
necessary parts of business life. They can also be exploited or, in some cases, participate in criminal 
arrangements. 

It is therefore important to analyse exposure profiles rather than draw conclusions from single connections. A 
consultant may have bad luck with one customer. But a consultant who recurs in several independent criminal 
clusters either has weak controls, poor judgment or a more active role. 

The exposure profile should weigh the number of clusters, seriousness of clusters, the actor's role, financial 
compensation, warning signs, time period and whether exposure continues after risk should have been obvious. 
This makes the assessment fairer and more useful. 

It should also be possible to distinguish between different types of exposure. A mailbox provider with thousands 
of customers may have high volume exposure without active participation. A liquidator who repeatedly takes over 
companies in the same abused sphere may be closer to the arrangement. An accounting consultant who helps 
with false employer certificates falls into another category. 

For intelligence analysis, it is especially important to see when professional actors move from peripheral to 
central function. A lawyer, consultant or broker may begin as a service provider but later function as an active 
enabler, coordinator or creator of legitimacy. 

The report recommends the terminology: exposure; recurring exposure; elevated exposure risk; possible enabler; 
confirmed participation. 
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34. Monitoring, change flows and early signals 

If criminality is adaptive, analysis must be change-centred. It is not enough to import historical data and create a 
static body of knowledge. Systems must continuously be able to receive new observations, API flows and 
changes in companies, domains, debts, real estate, accounts, vehicles and authority warnings. 

The most important signals are often small changes: a new board change, a new domain on an old IP cluster, a 
new telephone number in a known modus, a history company that changes address, an account that starts 
receiving from a new fraud type or a previously peripheral person who suddenly receives several new 
relationships. 

Change flows should therefore be assessed against history. A new domain is not always interesting. A new 
domain that matches an old campaign pattern, uses similar infrastructure and is linked to a brand that has 
previously been abused is interesting. 

The same applies to companies. A single board change is normal. A board change followed by name change, 
address move, new domain, new industry and rapidly growing debts should be treated as an indicator of possible 
activation. 

A future monitoring system should therefore show not only new objects, but new meaningful changes. It should 
prioritise changes that connect to known clusters, modi operandi or capabilities. 

The new event gains meaning only when it is compared with everything previously observed. 
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35. Ethics, legal certainty and information classification 

A system that works with emerging actors, exposure risk and enablers must have strong principles of legal 
certainty. Every assessment must be traceable to observations, sources, dates and confidence. 

It should always be clear whether an item is fact, observation, circumstance, hypothesis or conclusion. All can 
be valuable, but they should not be treated as the same thing. 

Information classification is therefore central. 

It is possible to describe and warn about phenomena, trends and structures without naming actors. 

It is also important to be able to change assessments. An emerging actor may, for example, be dismissed. 

Legal certainty is not strengthened by refraining from analysis. It is strengthened by making analysis transparent, 
source-bound and revisable. 
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Appendix A. Concepts 
Concept Definition 
Emerging actor Entity not yet confirmed as criminally active but with elevated 

risk through relationships to true positives. 
Capability Ability added to a cluster, such as technology, finance, 

violence capacity, company structure or document forgery. 
Capability platform Structure that can deliver a function to several clusters, such 

as an ML factory, front-man network or technical 
infrastructure. 

Enabler Person or organisation that facilitates criminality through 
services, knowledge or resources. 

Financial node Account, payment service, bankgiro, neobank, crypto wallet or 
similar point for value flow. 

Communication node Telephone number, SMS gateway, email, chat account or other 
channel. 

Infrastructure node Domain, IP, hosting, VPS, NS, MX, registrar or technical 
provider. 

Value-carrying node Real estate, vehicle, gold, jewellery, goods batches, company 
or other asset that can carry value. 

Succession Analysis of who takes over a function when a key person 
disappears. 

Modus displacement Change in which the same underlying criminal capability 
changes method, channel or target group. 

ML factory Money-laundering factories; money-laundering structures on 
an industrial scale. 

ML master Money-laundering master; leading position over the money-
laundering structure. 

 

Translator's production note: This is an English working version based on the Swedish PDF/DOC source. The original Swedish figures 
and image-based graphics have not been redrawn; Swedish source references and examples have been retained in translated form 
where relevant. The original version in swedish can be found here:  
https://www.internetsweden.se/wp-content/uploads/2026/06/Fran_bluffakturor_till_kriminella_ekosystem_2013_2026.pdf  

https://www.internetsweden.se/wp-content/uploads/2026/06/Fran_bluffakturor_till_kriminella_ekosystem_2013_2026.pdf

